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A dynamic detection method based on Web crawler and
page code behavior for XSS vulnerability

LIU Yi, HONG Junbin
Faculty of Computer, Guangdong University of Technology, Guangzhou 510006, China

Abstract: XSS vulnerability is a common vulnerability of attacking the Web application and getting the user’s
privacy data. Traditional XSS vulnerability detection’s softwares aren’t specially detecting for AJAX Web
application. There is a huge disparity in the inspection accuracy. According to this situation, the XSS vulnerability
characteristics of AJAX Web applications were described in detail, and a dynamic detection method based on Web
crawler and page code behavior was proposed. Experimental results show that the proposed method has good
performance in labor-saving, time saving and vulnerability detection effect.

Key words: XSS vulnerabilitiy, Web crawler, vulnerabilitiy detecting, AJAX Web application

1 2|= 525 JavaSeript F1 XML)" R7E Web 2.0 (54 1 £ 54
o SR ATAX HACHE — 8 73 12 0 Ak JR AN MR 55 4 S 4% 7% 21

BEE Web 2.0 WACHIZIR, Web B &0 TOUEME &0, R T ELZ MO BN T2 5% Web
R [m (R, R T T SR Y R B R T TEIF A 2 A B, b R R R AR B AR
PR . o AJAX (asynchronous JavaScript and XML, (cross-site script, XL FR XSS) T, W brIF I % 4 41 4119

W #m B 8 :2015-11-09; & E H #5 :2016-01-26

EETR . HK A KRB 4 %I H (No.61572144); )7 7R 4 H SRR 56 4 98 1h 01 H (No.2014A030313517) ;) A4 B 52 113 3 42 W% By am
H (No.2014A010103029, No.2013B040500009) ;) M i B} £z 31 %) 5k 4x B¢ By 5 H (No.201508010026, No.2014J4100201)

Foundation Items: The National Natural Science Foundation of China(No.61572144), The Natural Science Foundation of Guangdong( No.
2014A030313517), The Science and Technology Planning Project of Guangdong Province (No.2014A010103029, No.
2013B040500009), The Science and Technology Planning Project of Guangzhou(No.201508010026, No.2014J4100201)

2016068-1



s ...

. 88 -

(Open Web Application Security Project, OWASP) 2> i ) 10 F
Y Web B R Fp 22 2 U I HEAT 85 AT 0, B A A
Uik — E AT T = [0 E  Web 2.0 BF R 25 3 B A 2ot
5 AAX HEARME A B TR TR P 2R
R D0 T AT BOES g SR, S H BT S | R UK
2 AT A 2 0l B B SR LU A 7 KR4 S A
%8 ARk g SR I = 1] 7 S ]
R Tr . X T Web MR 900 19 % 4 RAAAR
L% HEMAT TR, HRZHGEEEAE Web 1.0 BHAL,IF
WA 520 AL itk A7 2 2RI, 27 SCHR(7,8) AR
AJAX A B 8 B B B0A HEAT BH 61 B9 B LA X K
LA AJAX BER B Web B I FF B0 AR ) XSS Jhi
B TR b,

ASCHR T — P T 19 2% 1€ sty 5 i AR AT R (9 )
A Ty %5 AJAX Web 1o 2 F7 47 XSS U da il . 4t
X #2328 /9 URL (uniform resource locator , 45 — ¥ I 72 fi7
FEOPIHEAT IE A SO A 58 OB DR B T A | 33
SRR et X R 55 5 R AT R X IR ] Ui AR RS A Oy
AT BRI 5 20 A, At XSS T T B o 5 ik W%y R AR
B AR BUR

2 XSS imiR%FER &N T RS

2.1 XSS R4S

PA ) XSS T 2B 73 3 R REAR AL, G
XSS i (reflected/non-persistent XSS)! £7fif 4 XSS i
(stored/persistent XSS) " #1 % T DOM (document object
model ) XSS B{ifi (DOM-based XSS)M™, Jz § & XSS ¥t
AR RF SR HREEER RS RETRAETA
PR R R, ot 40 5 v AR 1 i 2
JR R R SRR AT EE T HEEM
i i), A B AR R 25 o M 5 4 1k 10T 0 8 1% i 3 3
i # W MR 5 A B A R XSS 5 B R XSS i K R [f]
TET R A He Bk A S A7 e B M 55 5 10 e e
oS 5 I I R A 2 AT 0 BT 2 B
i fE T DOM ) XSS X 26 3ol 77 A, Mool 5 2l
DL 3 #4047 JavaSeript ;B # B A A JavaScript
B8 & URL™ JF ik ga P P itk A7 s 5 ) 3
Y 7% 2 5 3& [ ) HTML (hypertext markup language , # SC A
FRACiE 5 ) D BT R DOM ff 45 Fg e 76 5% o 72 o, 3 A
R i 2 At A £ 0K, AT 5 06 T DOM # XSS i

2016068-2

B, Vet 5 A T A AR S 2 L A R AR,
22 XSSEREMKMNAERIE

TR AR € oA T R 7 IR A A A
I FURR 5 B 40 A S0 2 A IBICHE e v 3R RS R A KK
i dBA T I get/post™F SR TEA R G, IR A
55 AR P 25 BCA B R X R A R S At
AT DL Web B FH A B o A7 76 XSS TR o 75 4 15 B ik
(RN N e 5= O o s e Al RS 7 S U -8 B W
M HETAMRZ XSS T 1 TE H A Paros™ Fil
X582 B A1 B A X AJAX FEAR T 77 A 19 XSS T T i A7
AT, EEXF RSO0, 42 41 T — R F I 48 8 st 5 51
T AR RS AT A 0 Bl 25 G W0 7 ok S B X AJAX Web i JH 72
J¥ 19 XSS T I A7 R

3 XSS imiRE it 77 i

31 MEBHBEHAS

MUBE A SR LR E

(1) B % Web i 9 HTML 1€ 69 # 17 4158 15 )
% URL;

(2) % 5T 1 AR5 H 1) JavaSeript A< FI JavaSeript 7 7
JIE AR AT A0

(3) 42 F Y JavaScript GRS 158 45 JavaScript 5] %
G PEIAT KB A URL;

(4) 77t AR HCBN B URL, R H BB A7 8 7 =X s 3
W E R URL %5,

A 2 b T O RO R R A e i 5 AR
BRI

i=URL.GetHashCode () %hashcapacity (1)
h(URL, i)= h,(URL)+ ixhy(URL) (2)

Horp B R Ry AR, B3R
hi(URL) = URL.GetHashCode () (3)
hy(URL) =1+ (((M(URL) >>5) + 1) % (hashcapacity-1) )
(4)

“E WS b (URL, i) WA AR KT
hashcapacity , it LAXT h(URL, i) #7838 5, e 201 B 1L
Skt A h(URL, i) % hashcapacity,,

€ e 2 58 5 N 85 A B AR T 2 4 R T
BATPIA B LA o € AR R R 5 0 5, T 40 3l
TEAA BRI A BRG] 2 AT TR i, B 12
HRGIBITHIWRE



.89 .

BERFE 2016 £ 3

HI4HURLES &

1

URLf#HT |

Y

HTTPi% K|

v

FRI R 3T
HTML

Y

FEEAT I BT

Y
PR

|
B 1 s RS E 1T

32 HIREEEN

AR EA ML ROT .

(1) M€ Ho 2 52 i BB 26 v ) A0 BB S 5 432 3t il 3 77
THK I3 B A 30 O i AR

Q)BT R T R,

(3) R 40 2 L8 T (get/post) | L THI A% 55 0 A DX 35 1
ELLPOE SN CTE

(4) HAR B0 (O 3 AR v A ST AR 347 BF
e XRS5 2% & E K

B2 AR DR TE AR IR

PEIGE o HEAEH .( . (

Y
i % VLRSI
BRI FEIRTE A [

; R

AJIAXGER |-

HFAIAX &S
Wk | bk

ERIT, Y
e e
A

P2 B A R

UG EP Ry Rl N RGPS i) Stk | €id LA HEURE
AARH SR A 15 47 W ) URL 2 53¢ AJAX XMLHttpRequest
X1 g5 o KAk TE K o 45 JavaSeript B 40T RBOR FE
B X R H URL A XMLHttpRequest X 42 28 B ff) 2 f i
21502 T8 Bk AT

x1 WEFHHETO (M)

Type Yk A4
W B AN <SCRIPT SRC =http://www.xxx.org/file/attack.
XSS i js></SCRIPT>

16 il 4 A% 14 A <Frame Source =&#x29&#x53&#x58&# x61&
JavaSeript #xTO6&#x01 &#xS3&H#x2T&#x6A >
AP ARIES  <<SCRIPT>Document. Write();//<</SCRIPT>

51 A style J& P # <IMG STYLE=“alert(‘XSS")">
fritA

33 HZRoM
33.1 AT AJAX R @K AAT A 49 XSS R iR AR Ak
(1)%8 5304 AJAXJR [ 5 DOM AR 2
(2)10 5% 38 WA I Y BT ACRS 17
(3) a0 [0 frg AR AT Ay 2 3 o AR X Iz 8 A7 0
HI W2 75 A7 1% XSS T
AR B T
For each pagestate in StateQueue.Dequeue () (1 fi# B 1]
R A H 5
BrowserControl.GetState  (pagestate) ( 3% J 50 [ ()
HTML 54 )
BooleanhasXSS«—DetectXSS (pagestate )
If hasXSS then
Write To DataBase (URL)
End If
BrowserControl. GetState (pagestate )
End For each
3.3.2 A F JavaScript #9 XMLHttpRequest 2 7|
7E JavaScript fUi T EOCHER 2 XHR(XMLHttpRequest,
A9 JE R SO AR S8 K )X % o %0 G AT DL 2D e IR 55
i ST OK AR ORT B 8K J5 i DOM K s 4 A Ui
AT R R . RABEERT T MR 5%
ifi A0 XHR AF 4, 3 ARE R ACHS , 9B 46 2% AJAX
XHR ) P 106 0 34 A7 205 3 b 381
(1) 4% JavaScript 9 SCHFF B, AN SR 4555
4@ JavaScript SCHFFFAE FE
(2 )00 6 0T 4 B9 JavaSeript SCF-5 SCHRRAE 2

2016068-3



s ...

.90 -

AR SO0 a0 A DG TR O R A A A T T
AT
If PageHTML.HasXHR () then
JSFileNames<—BrowserControl. GetFileInfo(PageHTML)
For each jsFileName in JSFileNames
BooleanlsAjaxInDB«—DataBase.Exists (jsFileName )
If IsAjaxInDB continue
Else
JavaScriptFile < BrowserControl.DownloadFile (jsFile
Name)
IsAjaxInDB «—DataBase.HashCode.IsMatch (Java Script
File.hashcode)
If IsAjaxInDB continue
Else
Return HasXSS

End If
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